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AmeCare acknowledges an individual's right to privacy while recognising that personal information is required to be collected, maintained and administered in order to provide a safe working environment and a high standard of service quality.

The information that AmeCare collects is used to provide services to participants in a safe and healthy environment with individual requirements, meet the duty of care obligations, initiate appropriate referrals, and conduct business activities to support those services.

AmeCare also collects personal information from staff members and other stakeholders, including employees, whether permanent or casual, contractors, volunteers, key personnel, business partners, their family members and/or next of kin, and our participants' families and support network.

This policy aims to ensure AmeCare protects and handles personal information in accordance with the NDIS and all relevant federal and state or territory privacy legislation. 

This policy and procedure provide guidance about the management of information, both paper-based and electronic, including the collection, storage, sharing and disposal of personal information to meet the legal requirements and ensure transparency, efficiency and business continuity.
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This policy applies to:
· All AmeCare staff, including permanent or casual employees, contractors, consultants, and people otherwise engaged by AmeCare (e.g., volunteers).
· All participants receiving NDIS services and support, including their families and support network.
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	Term
	Definition

	Information Management
	Means the appropriate management of information and includes the creation, production, collection, organisation, storage, protection, retrieval and dissemination of information resources that may be in any format (paper-based or digital) and available from internal or external sources and stakeholders.

	Sensitive information
	Sensitive information is personal information that includes information or an opinion about an individual’s:
· racial or ethnic origin
· political opinions or associations
· religious or philosophical beliefs
· trade union membership or associations
· sexual orientation or practices
· criminal record
· health or genetic information
· some aspects of biometric information.
· Generally, sensitive information has a higher level of privacy protection than other personal information.

	Personal information
	Personal information includes a broad range of information, or an opinion, that could identify an individual. What is personal information will vary, depending on whether a person can be identified or is reasonably identifiable in the circumstances.

For example, personal information may include:
· an individual’s name, signature, address, phone number or date of birth
· sensitive information
· credit information
· employee record information
· photographs
· internet protocol (IP) addresses
· voice print and facial recognition biometrics (because they collect characteristics that make an individual’s voice or face unique)
· location information from a mobile device (because it can reveal user activity patterns and habits).

	Consent
	Consent means a participant’s voluntary agreement for their personal information to be collected, used, or disclosed for a specific purpose. Consent must be informed (the participant understands what they are agreeing to), given freely (without pressure), and be current and specific to the situation. Consent can be provided verbally, in writing, or by another clear affirmative action, and may be withdrawn at any time.

	Data Breach
	A Data Breach occurs when personal information held by AmeCare is accessed, disclosed, or lost without authorisation. This includes situations where information is stolen, mistakenly provided to the wrong person, or lost in a way that could result in unauthorised access or disclosure. Under the Notifiable Data Breaches (NDB) scheme, certain breaches must be reported to affected individuals and the Office of the Australian Information Commissioner (OAIC).

	Record
	A Record is any document or item that contains information created, received, or maintained by AmeCare in the course of its activities. This includes, but is not limited to, participant files, support plans, incident and complaint reports, employee records, financial documents, and correspondence, whether in paper or electronic format.

	Archiving
	Archiving refers to the process of moving records that are no longer actively used to a secure storage location for long-term retention. Archived records are maintained in accordance with legal and regulatory requirements and must remain accessible for retrieval if needed. Proper archiving ensures records are preserved, protected from unauthorised access, and disposed of securely at the end of their retention period.
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AmeCare is committed to complying with the Privacy Act 1988 (Cth) and the Privacy Amendment Act 2012 (Cth), and any other applicable state and territory legislation to protect the privacy of staff members, participants and their families, carers and guardians' personal information.

AmeCare has implemented a system for the appropriate collection, use, storage, disclosure and disposal of personal information from participants, their families, carers and/or support network and staff members.

AmeCare will ensure the following:
· Each participant’s information is easily accessible to the participant and appropriately utilised by relevant staff.
· Each participant’s consent is obtained to collect, use and retain their information or to disclose their information (including assessments) to other parties, including details of the purpose of collection, use and disclosure. 
· Each participant is informed in what circumstances the information could be disclosed, including that the information could be provided without their consent if required or authorised by law.
· Each participant is informed of how their information is stored and used and when and how each participant can access or correct their information and withdraw or amend their prior consent.
· An information management system that is relevant and proportionate to the size and scale of our organisation is maintained, and each participant’s information is recorded in an accurate and timely manner.
· Documents are stored with appropriate use, access, transfer, storage, security, retrieval, retention, destruction and disposal processes relevant and proportionate to the scope and complexity of supports delivered.
· Compliance with Federal and State or Territory legislative requirements governing the privacy of personal information. 
· All participants’ personal information is kept with appropriate controls of private and confidential and only used for the intended purpose.
· All information collected is identifiable, accurately recorded, current and confidential.
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The following procedures are implemented to ensure that AmeCare meets its policy objective of ensuring appropriate management of all personal information that is collected by our organisation:

1. PARTICIPANT CONSENT

Each participant’s consent is obtained to collect, use or disclose their personal information. 

Consent is needed for the collection of the participant’s sensitive information or for the use or disclosure of their personal information for a purpose other than the purpose for which it was collected.

Participants may give express consent if they give it openly and obviously, either verbally or in writing. For example, when they sign their name (by hand or by an electronic or voice signature). Staff must get the participant’s express consent before handling their sensitive information.

Participants can withdraw their consent at any time. AmeCare will make sure the process is easy and accessible and that they understand the possible consequences of withdrawing their consent.

For the participant’s consent to be valid, it must:
· Be informed: Their consent is only valid if they are aware of the consequences of giving or not giving their consent at the time they make the decision. Staff must:
· clearly explain how AmeCare will handle their personal information
· explain the purpose of collection, use and disclosure to the participant
· communicate their request in plain English, without legal or industry jargon.
· Be voluntary: Participants give voluntary consent if they are not forced or pressured to give their consent. Some factors that decide if consent is voluntary are:
· the options available to them if they choose not to consent
· the seriousness of any consequences to them if they refuse to consent.
· Be current and specific: When participants give consent at a particular time and for specific circumstances, AmeCare will not assume their consent continues indefinitely. When asking for their consent, staff must explain the reason for their request and be as specific as possible. 

If staff is unsure if a participant has the capacity to give consent at a particular time, then they should not rely on any consent decision the individual makes at that particular time. Instead, they should think about offering support, such as an interpreter. If such support is insufficient, then AmeCare may consider if someone can act on the individual’s behalf, such as:
· a guardian
· a person recognised by other relevant laws 
· a person the individual nominated in writing when they were capable of giving consent.

As far as practical, staff should involve the individual who lacks capacity in the consent decision.

Consent to share information with external parties is sought from the participant prior to the delivery of services and at other points of service delivery as/if required.

Personal information is not disclosed to third parties outside of AmeCare other than for a purpose made known to the participant and to which they have consented unless required by law. 

Participants are informed there may be circumstances when the law requires AmeCare to share information without their consent.

2. INFORMATION COLLECTION 

Participants’ information may be collected using different forms, including but not limited to the following:
· Participant Onboarding Form
· Participant Referral Form
· Service Agreement
· Participant Consent Form
· Participant Support Plan
· Participant Surveys
· Participant Exit Form
· Complaint Report Forms
· Incident Report Forms
· Assessments, notes and other relevant documents.
· Brevity (client management system)

People contacting AmeCare with an enquiry do not need to provide personal information. However, once a decision is made to progress to utilising AmeCare's services, personal information will need to be collected following our internal processes and this policy and procedure. 

3. INFORMATION STORAGE

To manage the privacy and confidentiality of the information and ensure that the information is stored appropriately, staff must:
· Keep each participant's information in their individual file in accordance with the information management system practices.
· Maintain that participant file to ensure that all information is accurate, up-to-date and complete.
· Audit the files of participants regularly using the Participant File Audit Checklist to ensure information is accurate, up-to-date and complete.
· Document participants’ information, notes and service activities using the organisation’s approved forms, documents and tools only.
· Assign a unique identification number to each participant record. Each participant record must include at least their personal information, service agreement, referral information, assessments, support plan, and any other report or document created in the course of service delivery.

Supervisors and line managers are responsible for:
· Auditing the files of participants regularly using the Participant File Audit Checklist to ensure information is accurate, up-to-date and complete.
· Ensuring the organisation’s approved forms are being used appropriately.
· Ensuring non-current information is stored in the archived file. All records, after their active period, must be kept in the archived files for an additional period. Archived records must be identified and stored in a way that allows for easy access and retrieval when required.

[bookmark: OLE_LINK7][bookmark: OLE_LINK8]All staff who are required to document the activities or services provided to participants will be appropriately trained in information management and record-keeping. The Participant File Audit Checklist will be maintained and updated regularly by staff and supervisors/line managers.

4. INFORMATION ACCURACY

Participants are informed of the need to provide us with up-to-date, accurate and complete information.

To ensure the accuracy of each participant’s information, staff must:
· Update information on the participant record at the time of support plan reviews or when they become aware of a change in information.
· Ensure that all relevant information about the participants’ progress or supports provided is entered into the participants’ file notes in a factual, accurate, complete and timely manner.

Participant records will be audited regularly to ensure documentation is accurate, current and appropriately recorded. Audits will be conducted by the relevant supervisor/line manager.

5. USING INFORMATION FOR OTHER PURPOSES

Staff must only use information collected from a participant for the purpose for which it has been collected.

Staff must not use personal details for purposes other than those stated above unless specific written consent is given by the participant and/or their family member, carer, guardian or advocate.

Participants in research projects
People being invited to participate in a research project must be:
· Given a choice about participating or not;
· Given the right to withdraw at any time;
· Informed about the purpose of the research project, the information to be collected, and how; information they provide will be used; and
· Given copies of any subsequent publications.


6. ACCESS TO INFORMATION

[bookmark: OLE_LINK5][bookmark: OLE_LINK6]Participants have the right to access the personal information AmeCare holds about them at any time, and staff will support participants in accessing their personal information as requested.

To access their personal information, participants must contact any staff member at any time. The staff member must raise this access request to the Privacy Manager. 

The agency Manager will approve participants’ and their guardian’s access to their files and ensure the security of other non-related information is maintained. All participants' files are the property of AmeCare, and the participant and their guardian are not allowed to transfer them to a third party without the agency Manager’s authorisation.

[bookmark: OLE_LINK9][bookmark: OLE_LINK10]Only authorised staff members will access the participants’ information, and they are responsible for managing it according to this policy and procedure and the relevant legislation. Their supervisor/line manager will grant access to the participants’ information.

User access to all shared drives, computers, and mobile devices holding participants’ information is managed by passwords and other security solutions implemented by AmeCare to protect personal information against any unauthorised access.

Any students on placement are required to obtain consent from the participant or their guardian before accessing their files.


7. SECURITY OF INFORMATION

All electronic records must be password-protected and backed up regularly. A Firewall is used in AmeCare computer system as a means of protecting information stored on the computer. Other security-related procedures, such as user access passwords, and multi-factorial authentication, also assist with the protection of information.

All hard copy records with participants’ information are kept in locked, fireproof cabinets/rooms and in appropriate conditions to protect them from degradation and unauthorised access. Only authorised staff can access the participant’s personal information stored in cabinets.

Any participants' files that are transported out of the office must be kept in a non-transparent folder or container to avoid other unauthorised people accessing their personal information. 

To keep information secure, the Senior Management Team is responsible for:
· Taking all reasonable steps to protect the personal information staff hold against misuse, interference, loss, unauthorised access, modification and disclosure.
· Ensuring personal information is accessible to the participant and available for use by relevant or authorised staff members only.
· Ensuring security for personal information includes password protection for IT systems, locked filing cabinets and physical.
· Putting access restrictions in place with only authorised personnel permitted access.

AmeCare’s policies and procedures are stored as read-only documents in a shared drive folder. The Director is responsible for ensuring that the current version of all policies and procedures, forms, manuals, and registers are accessible to staff and stored in the shared drive folder.

Staff must not photocopy any confidential document or record, make a copy of this information to any other computer, USB or cloud storage system, nor convey any confidential information to any unauthorised staff member or person.

8. MANAGEMENT OF A PRIVACY COMPLAINT

If a person raises a complaint regarding the way in which their personal information is being handled by AmeCare, in the first instance, they are to contact the Director or their delegate. 

The complaint will be handled per the Complaints Management Policy and Procedure. 

If the parties cannot reach a satisfactory solution through negotiation, the person may request an independent person (such as the Office of the Australian Privacy Commissioner) or the NDIS Quality and Safeguards Commission to investigate the complaint. AmeCare will provide every cooperation with this process.

9. DATA BREACHES

A data breach happens when personal information is accessed or disclosed without authorisation or is lost. Under the Privacy Act 1988 and the Notifiable Data Breaches (NDB) scheme, AmeCare must notify affected individuals and the Office of the Australian Information Commissioner (OAIC) when a data breach involving personal information is likely to result in serious harm.

As part of information security responsibilities, AmeCare will:
· Take reasonable steps to reduce the likelihood of a data breach, including storing personal information securely and making it accessible only to relevant staff members.
· Take reasonable steps to reduce the chance of harm and advise our participants of a data breach if we know or suspect their personal information has been accessed by unauthorised parties and we think this could cause any harm. The notification to participants must include recommendations about the steps they should take in response to the data breach. The Director or their delegate is responsible for notifying both the participants and their families/support network when a data breach occurs.
· Notify the Office of the Australian Information Commissioner within the given timeframe. The Director or their delegate is responsible for notifying the OAIC using the online Notifiable Data Breach form. For more information, see Report a Data Breach and the Privacy and Confidentiality Policy and Procedure.

A breach of privacy and confidentiality is an incident, and the Incident Management Policy and Procedure must be followed. An investigation will be conducted by the Director or their delegate. 

Any intentional breach will result in disciplinary action up to and including termination of employment.

10. RECORDS RETENTION AND DISPOSAL

AmeCare has an obligation to retain documents relating to work health and safety, financial management records, legal records, and other matters for specific periods determined by the Federal and State or Territory legislation and regulation requirements. 

The Director or their delegate is responsible for authorising the organisation’s, staff members’ and participants’ records disposal in compliance with those requirements.

	Description of Records
	Includes but is not limited to
	Retention Period

	Participant records (which includes children’s records)
	Participant intake forms, support plans, referral forms, assessment reports, file notes, exit forms, service agreements, consent forms, and other records pertinent to the management of services to the participant.

Victorian Law & NDIS Practice Standards:
In Victoria, participant records (including children’s records) must generally be kept for at least 7 years after the last interaction with the participant.
For children, the standard is until the child turns 25 years old, or for 7 years after the last interaction—whichever is longer. This aligns with the Health Records Act 2001 (VIC), Commonwealth Privacy Act 1988 (Cth) and NDIS Practice Standards.
Example:
•	If a child leaves your service at age 10, their records must be kept until they turn 25 (i.e., for 15 years).
•	If a child leaves at age 20, their records must be kept for 7 years after their last interaction (i.e., until age 27).

	Seven (7) years after the last interaction 

	Incident records
	Under the National Disability Insurance Scheme (Incident Management and Reportable Incidents) Rules 2018, incident records on the incident management system (including records about reportable incidents) must be kept for a period of 7 years.
	Seven (7) years

	Complaints records
	Under the National Disability Insurance Scheme (Complaints Management and Resolution) Rules 2018, complaints records on the complaints management and resolution system must be kept for a period of 7 years.
	Seven (7) years

	Employee records
	The Fair Work Act 2009 (Cth) requires that employee records be retained for a minimum of seven (7) years from the end of the financial year in which the document was created. 

The scope of ‘employee records’ is broad and includes (for instance) documents that record matters such as the engagement, training, discipline, performance, conduct, resignation or termination of the employee, as well as his or her terms and conditions of employment, salary, taxation details and entitlements.
	Seven (7) years

	Financial records
	Written ‘financial records’ (defined very broadly under the Corporations Act 2001 (Cth)) must be kept for at least 7 years after the transactions covered by the records are completed that correctly record and explain the company’s financial position and performance and its transactions; and would enable true and fair financial statements to be prepared and audited. Failure to comply with this requirement is a strict liability offence
	Seven (7) years

	Other company records
	Certain company records, including minutes of members’ or directors’ meetings, resolutions passed at those meetings or without a meeting and, if the company has a sole director, any declarations made by him or her (Company Documents) must be retained for at least 5 years.
	Five (5) years

	Records relating to violence, abuse, neglect and exploitation of people with disability
	The National Archives issued a records disposal freeze notice to all Australian Government agencies on 21 June 2019. The notice suspends National Archives' permissions for the destruction of records relating to violence, abuse, neglect and exploitation of people with disability.
	Never



Obsolete documents containing personal information will be shredded or disposed of in such a way that no identifying information is visible. Staff must not dispose of any participant record or file without written authorisation from the Director or their delegate.

The authorisation of the disposal of obsolete documents containing personal information is based on retention periods of records established by all relevant federal and/or state or territory legislation, guidelines and requirements.

11. STAFF TRAINING

To ensure that all staff understand the privacy, confidentiality and information management requirements, they will undergo training related to Information Management Policy and Procedure, processes and requirements at the time of induction and then annually.

This policy has also been included in the Staff Handbook.

12. MONITORING AND REVIEW

The Director or their delegate will review this policy and procedure at least annually.

The Senior Management Team is responsible for ensuring that all staff understand their responsibility to protect the privacy of individuals' personal information.

AmeCare will regularly audit information management processes and systems as part of the Internal Audit Program.
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· Participant Portal
· Staff Portal 
· Service Agreement
· Participant Consent Form
· Internal Audit Program
· Staff File Checklist
· Participant File Audit Checklist
· Feedback and Complaints Policy and Procedure
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